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Cloud Endpoint Detection & Response (EDR)

Secure Cloud Services for your online business since 1999. , TREN D
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Apex One

Root cause analysis and impact assessment.Battling Lateral
& :o Movement, Counter Incident Response & Island Hopping
Detect, hunt, isolate, & eliminate intrusions across all endpoints
using Al-driven analytics, investigation playbooks, & unequaled
0

threat intelligence.

Key Detection and Response Features
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Centralized Forensic loC sweeping & Root cause Impact Automated Remediate endpoints Open APIs and
Data Repository loA hunting Analysis Analysis Response to a pre-infection state custom intelligence
Benefits
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Automates Helps speed up Enables efficient Reduces the time to identify Mitigates attack Simplifies Threat Analysis

manual tasks threat containment workflow & respond to threats risks &Incident Response

Ask for a cloud EDR consultation,” https://www.xcellhost.cloud/tendmicro/cloudedr ¥
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XcellSecure | Cloud Endpoint Detection & Response

Key Protection Capabilities
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Command and control (C&C)
blocking & Vulnerability protection
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Web reputation
& Exploit prevention

High-fidelity Al/ML
& Behavioral analysis

Detection and response capabilities across email and endpoints

Data Leak Prevention
& Device control
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Inbound and internal
phishing protection

Sandbox and breach
detection integration

Dashboard Cloud EDR
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Centralized

\
@T Apex Central visibility,
@ investigation

Cloud data lake (activity data, alerts)

Trend Micro Managed XDR
MDR Service
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Trend Micro" Apex One" SaaS &

Trend Micro” Endpoint Sensor,
XDR Edition

Cloud App Security
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Endpoints with Apex One Endpoint Sensor SaaS, XDR
Edition enabled, and Office 365 or Google G Suite™
emails with Cloud App Security, will record system

behaviors, user behaviors, and communications.
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